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  ﺷﻜﺮ و ﺗﻘﺪﻳﺮ
  
اﻟﻠﻬﻢ ﻋﻠﻤﻨﺎ ﻋﻠﻤﺎ ﻧﺎﻓﻌﺎ و اﻧﻔﻌﻨﺎ ﺑﻤﺎ ﻋﻠﻤﺘﻨﺎ و . اﻟﺤﻤﺪ ﷲ ﺳﺒﺤﺎﻧﻪ ﻻ ﻧﺤﺼﻲ ﻋﻠﻴﻪ ﺛﻨﺎء آﻤﺎ اﺛﻨﻲ ﻋﻠﻲ ﻧﻔﺴﻪ 
و اﻟﺼﻼة و اﻟﺴﻼم ﻋﻠﻲ اﺷﺮف اﻟﺨﻠﻖ ﺳﻴﺪﻧﺎ ﻣﺤﻤﺪ و ﻋﻠﻲ اﻟﻪ و ﺻﺤﺒﻪ و . اﺟﻌﻠﻨﺎ ﻋﺎﻣﻠﻴﻦ ﺑﻤﺎ ﻋﻠﻤﻨﺎ 
  .ﺳﻠﻢ ﺗﺴﻠﻴﻤﺎ آﺜﻴﺮا
  
  
 ﻗﺴﻢ اﻟﻬﻨﺪﺳﺔ اﻟﻜﻬﺮﺑﺎﺋﻴﺔ و – ﻤﺪ ﻋﻠﻲ ﺣﻤﺪ ﻋﺒﺎس  ﻣﺤ/ﻣﻬﻨﺪس .اﻟﺸﻜﺮ اﺟﺰﻟﻪ ﻟﻠﺒﺮوﻓﻴﺴﺮ
اﻻﻟﻜﺘﺮوﻧﻴﺔ ﺟﺎﻣﻌﺔ اﻟﺨﺮﻃﻮم ﻋﻠﻲ اﺷﺮاﻓﻪ ﻋﻠﻲ هﺬا اﻟﺒﺤﺚ و ﻋﻠﻲ ﺗﻮﺟﻴﻬﺎﺗﻪ اﻟﺘﻲ آﺎﻧﺖ ﺧﻴﺮ ﻋﻮن و 
و ﺻﺒﺮﻩ واﻧﺎ ﺗﻪ ﻋﻠﻴﻨﺎ ﻓﻠﻪ اﻟﺸﻜﺮ اﺟﺰﻟﻪ و ﺟﺰاﻩ اﷲ ﻋﻨﺎ .  وﻟﻪ اﻟﺸﻜﺮ ﻋﻠﻲ ﺗﻮﻓﻴﺮ اﻟﻤﺮاﺟﻊ .ﺳﻨﺪ ﻟﻠﺒﺤﺚ
  .ﺧﻴﺮ اﻟﺠﺰاء
  
  
  
  
ﺟﺰاهﻤﺎ اﷲ ﺗﻌﺎﻟﻲ . ﻌﺰﻳﺰان ﻟﺪﻋﺎﺋﻬﻤﺎ اﻟﻤﺴﺘﻤﺮ  ﻟﻲ و ﺳﺆاﻟﻬﻤﺎ اﻟﺪاﺋﻢ ﻋﻦ ﺳﻴﺮ اﻟﺒﺤﺚ و اﻟﺸﻜﺮ ﻟﻮاﻟﺪي اﻟ
  .واﻟﺸﻜﺮ ﻟﺰوﺟﺘﻲ اﻟﻜﺮﻳﻤﺔ ﻟﻤﺆازرﺗﻬﺎ و ﺗﻮﻓﻴﺮ اﻟﺠﻮ اﻟﻤﻼﺋﻢ .ﺧﻴﺮ اﻟﺠﺰاء 
  
  
   
   اﺣﻤﺪ ﻣﺤﻤﺪ اﻟﺤﺴﻦ  /ﺛﻢ اﻟﺸﻜﺮ اﺟﺰﻟﻪ ﻟﻠﻤﻬﻨﺪس  
   ﻳﺎﺳﺮ ﻋﺜﻤﺎن اﺣﻤﺪ  /و                  اﻟﻤﻬﻨﺪس   
  .اﻟﻘﻴﻤﺔ ﻟﻠﺒﺤﺚ و ﺗﺰوﻳﺪى ﺑﺎﻟﻤﻼﺣﻈﺎت ﻋﻠﻲ ﻣﺴﺎﻋﺪﺗﻬﻤﺎ 
  
 
.وﺻﻠﻲ اﷲ ﻋﻠﻲ ﺳﻴﺪﻧﺎ ﻣﺤﻤﺪ و ﻋﻠﻲ اﻟﻪ و ﺻﺤﺒﻪ و ﺳﻠﻢ ﺻﻼة داﺋﻤﺔ
 
 
 
 
 
 
 
 
 
Abstract 
 
 
 
 
In this research we made a brief study of unshielded twisted pair 
(UTP) cable, which is the mostly used type of copper cable today. We 
studied how to avoid cabling errors in network wiring phases such as 
design, installation and termination. 
 
 
 
Also we made a methodological approach for network fault 
troubleshooting. This may reduce the network downtime and help to 
recover network resources as soon as possible. 
 
 
 
We designed and built a device that could help us in finding errors 
in network cables. The device is a digital one that uses logic ICs from 
the 4000 series. The device can detect single pair errors such as short, 
open and reverse. Also it can detect errors among pairs such as crossed 
pairs and short 
between different pairs.  
 
 
 
 
 
 
 
 
  
 
 
 
 
 
 
  اﻟﻤﺴﺘﺨﻠﺺ
  
  
ﻓﻲ هﺬا اﻟﺒﺤﺚ ﺗﻤﺖ دراﺳﺔ ﺳﺮﻳﻌﺔ و ﻣﻬﻤﺔ ﻟﺨﻮاص اﻟﻜﻴﺒﻞ اﻟﻤﺰدوج اﻟﻤﺠﺪول 
ﺳﺔ درا.ﺣﻴﺚ اﻧﻪ ﻣﻦ اهﻢ اﻧﻮاع اﻟﻜﻮاﺑﻞ اﻟﻨﺤﺎﺳﻴﺔ  اﻟﻤﺴﺘﺨﺪﻣﺔ ﻓﻲ اﻟﺸﺒﻜﺎت ﺣﺎﻟﻴﺎ
اﻟﺨﻮاص هﺬﻩ ﺗﻤﻜﻨﻨﺎ ﻣﻦ ﻣﻌﺮﻓﺔ اﺳﺒﺎب اﻋﻄﺎل آﻮاﺑﻞ  اﻟﺸﺒﻜﺔ و ﻣﻦ ﺛﻢ ﺗﻼﻓﻲ 
  .ﺣﺪوث اﻻﻋﻄﺎل
 
  
اﻟﻌﺘﺎد و ) ﺒﻜﺔ ﻓﻲ ﻣﻜﻮﻧﺎﺗﻬﺎ اﻟﻤﺨﺘﻠﻔﺔ اﻳﻀﺎ ﻓﻲ هﺬا اﻟﺒﺤﺚ ﺗﻢ ﻣﻨﺎﻗﺸﺔ اﻋﻄﺎل اﻟﺸ
ﺗﻢ وﺿﻊ    اﺳﻠﻮب ﻣﻨﻬﺠﻲ ﻻآﺘﺸﺎف اﻻﻋﻄﺎل و ﺗﻤﻴﻴﺰهﺎ و ﻣﻦ ﺛﻢ (.اﻟﺒﺮاﻣﺞ 
ﺳﺮﻋﺔ اﻟﻮﺻﻮل ﻟﻠﻌﻄﻞ ﺗﻘﻠﻞ ﻣﻦ زﻣﻦ ﺧﺮوج اﻟﺸﺒﻜﺔ ﻋﻦ اﻟﻌﻤﻞ و . ﻣﻌﺎﻟﺠﺘﻬﺎ 
  .ﻣﻦ ﺛﻢ اﻟﺨﺴﺎﺋﺮ اﻟﻤﺎﻟﻴﺔ و اﻟﻘﺎﻧﻮﻧﻴﺔ اﻟﻤﺘﺮﺗﺒﺔ ﻋﻠﻲ ذﻟﻚ
 
  
هﺬﻩ . ﺪﻧﺎ ﻓﻲ اآﺘﺸﺎف اﻋﻄﺎل اﻟﻜﻮاﺑﻞﺗﻢ ﺗﺼﻤﻴﻢ داﺋﺮة اﻟﻜﺘﺮوﻧﻴﺔ رﻗﻤﻴﺔ ﻟﺘﺴﺎﻋ
اﻟﺪاﺋﺮة هﺬﻩ ﻟﻬﺎ  .٠٠٠٤اﻟﺪاﺋﺮة ﺗﺴﺘﺨﺪم دارات ﻣﺘﻜﺎﻣﻠﺔ ﻣﻨﻄﻘﻴﺔ ﻣﻦ اﻟﻌﺎﺋﻠﺔ 
اﻟﺪاﺋﺮة ) اﻟﻘﺪرة ﻋﻠﻲ اآﺘﺸﺎف اﻻﻋﻄﺎل اﻟﺘﻲ ﺗﺤﺪث ﻓﻲ اﻟﺰوج اﻟﻮاﺣﺪ ﻣﺜﻞ 
اﻳﻀﺎ ﻟﻬﺬﻩ اﻟﺪاﺋﺮة اﻟﻘﺪرة (  .  اﻟﻤﻔﺘﻮﺣﺔ واﻟﺪاﺋﺮة اﻟﻤﻘﺼﻮرة و ﻋﻜﺲ اﻻﺳﻼك
  . اﻟﺘﻲ ﺗﺤﺪث ﺑﻴﻦ ازواج ﻣﺨﺘﻠﻔﺔ ﻋﻠﻰ ﺗﻤﻴﻴﺰ اﻻﻋﻄﺎل
 
 
 
 
 
 
 
 
 
 
 
 
 
Table of contents: 
Chapter No. Topic Page No.
 Abstract i
1 Introduction 1
 Objective of research 2
 Layout of thesis 2
1.1 Network definition 3
1.2 Facts about wiring 3
1.3 unshielded twisted pair cable 4
1.4 Twisted pair charachteristics 6
 
 
2 Avoiding cabling errors 8
2.1 Ethernet network components 9
2.2 UTP LAN wiring 11
2.3 UTP test parameters 20
 
3 Network troubleshooting 26
3.1 Disaster recovery plan establishment 27
3.2 Disaster sources 27
3.3 Network troubleshooting 28
3.4 Troubleshooting methodology 28
3.5 Sources of network problems 29
3.6 Network troubleshooting tools 33
3.7 Troubleshooting scenario 34
 
4 Apparatus for network fault finding 42
4.1 Pin assignment for RJ45 connector 43
4.2 Cabling errors description 44
4.3 Wire map tester 45
4.4 LEDs status for different errors 47
4.5 Multi pair map  tester 50
4.6 Multi pair map  tester parts 55
4.7 Assembled circuit 59
4.8 Tests 60
 
5 
 
Conclusions and recommendations 67
 References 69
 Appendix
 
70
 
 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
CHAPTER    1 
 
INTRODUCTION 
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Objective of the research: 
 
The objective of this research is to design, implement and test an apparatus that 
can detect faults in network cabling. 
 
 
Layout of the thesis: 
 
In chapter 2 we will discuss how to avoid errors that may occur in network 
cabling. It is extremely recommended to follow structured cabling rules, and to 
use quality components in the network .Errors in network design and wiring may 
be extremely expensive and difficult to correct later. 
In chapter 3 we will discuss methods of how to isolate cabling errors in the 
network from other sources of errors. 
In chapter 4 we design and implement a device that can help in finding errors in 
patch cables or in basic link cabling .Tests will be made to the device to illustrate 
its functions. 
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Introduction 
Network review:    
In this chapter, LAN fundamentals and terminology will be discussed. This will 
be helpful in understanding the nature of cabling errors and the ways to avoid 
them. Cabling errors may occur in all phases of network construction such as 
network     design, installation and termination. A brief discussion on each phase 
will be made. 
 
1.1 Network   definition:   
A network is made by connecting two or more computers together. Networks are 
used to share applications, files, and hardware resources among users. Networks 
are classified in different types according to their size .local area network (LAN) 
is a network that spans a single building or adjacent buildings. Wide area network 
(WAN), as its name implies, spans over distant locations and is made by 
connecting LANs together. 
 
1.2 Facts about wiring [1]: 
While a network is made up of many components, the underlying wiring system 
is the foundation upon which all else rests. Statistical data estimates that wiring 
infrastructure costs only 10% of the network budget but has the longest life time 
of network components. These facts are illustrated in Figure (1.1). 
 
 
 
 
Figure (1.1)     Cabling share in network investment and life cycle 
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1.3 Unshielded twisted pair cable [2] 
 
Nowadays most networks are constructed using unshielded twisted pair cable 
(UTP). As it is implied by its name, twisted pair is composed of pairs of wires; 
each pair is insulated from each other and twisted together within an outer jacket. 
This is shown in Figure (1.2).Cable manufacturers use two different techniques to 
protect each wire from undesirable signal: shielding and cancellation. In a 
shielded cable, each pair is surrounded by a metal braid or foil which acts as a 
barrier to the interfering signal. Shielding increases the cable diameter and 
cost.The other technique is cancellation. 
 
 
Figure (1.2)     UTP cable   
 
 
 
 
 
An important fact that should be noted, that there is no physical shielding on UTP 
cables, it derives all of its protection from the cancellation effect of the twisted 
wire pairs. Cancellation effect makes use of the fact that an electric current 
flowing in a conductor creates a circular electromagnetic field around the wire. 
The direction of current flow determines the direction of electromagnetic lines of 
force .Therefore, if we have two conductors carrying the same amount of 
currents, but in different directions, then their electromagnetic fields will cancel 
each other. The mutual cancellation effect reduces cross talk between pairs and 
also reduces electromagnetic interference EMI\RFI noise. Network designers 
vary the number of twists in the different wire pairs within each cable to reduce 
 ٤
the electrical coupling and cross talk between pairs .Cross talk will be discussed 
later in chapter 2. UTP cable relies solely on this cancellation effect to minimize 
the absorption and radiation of electrical energy .The cancellation effect is 
described in Figure (1.3). 
               
Figure (1.3)     Cancellation effect  
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 1.4     Twisted pair general characteristics [3] 
 
The UTP cable designed for LANs is composed of 4 pairs of 22 or 24 gauges, 
and has a characteristic impedance of 100 ohms. UTP can be used with each of 
the major networking architectures (Arc net, Ethernet and Token Ring). 
 
The major characteristics of UTP cable are: 
 
Stranding 
Wire gauge  
Characteristic impedance  
Capacitance 
 
Each of these items may affect the suitability of a cable for practical application. 
A brief review of each of these characteristics will be made. 
 
  1.4.1      Stranding:   
 
Cables of LAN wiring may be made with either stranded or solid copper 
wire.Solid copper is normally used for cable runs that will be terminated on 
insulation displacement connectors (IDC); such as outlet jacks or punch down 
blocks. Stranded wire is normally used for user and patch cords, where a 20% 
increase in attenuation is allowed.  
Standards typically limit the length of stranded wire that is allowed in a channel. 
This is because of a phenomenon known as skin effect. At high frequencies such 
as those of a high speed LAN, signal current concentrates at the outer diameter of 
the conductor .In stranded conductor the outer skin is ill-defined because of the 
many conducting strands that make up the wire, and as a result the attenuation is 
increased. 
 
 1.4.2     Wire   sizes:    
   
The conductor diameter in twisted pair wires is referred to by wire gauge. The 
common standard is the American wire gauge (AWG).The wire gauge is a 
logarithmic scale based on the cross sectional area of the wire. Smaller diameter 
conductors correspond to larger wire gauge numbers .Table (1.1) shows a 
comparison of wire gauge to physical sizes. 
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Gauge (AWG)         nominal diameter        area (circular         nominal 
                             (mm)    (inch)                    Mils)               resistance 
                                                                                            Ohm/kft 
 
10                        2.6              0.1019                   10380            0.9989 
12                        2.05            0.0808                   6530.0           1.588 
14                        1.63            0.0641                   4107.0           2.525 
16                        1.29            0.0508                   2583.0           4.016 
18                        1.02            0.0403                   1620.0           6.385 
20                        0.813          0.0320                   1020.0           10.15 
22                        0.643          0.0253                   640.4             16.14 
24                        0.511          0.0201                   404.0             25.67 
26                        0.404          0.0159                   253.0             40.81 
28                        0.320          0.0126                   159.8             64.9 
30                        0.254          0.0100                   100.5             103.2 
32                        0.203          0.0080                   63.21             164.1 
34                        0.160          0.0063                   39.75             260.9 
36                        0.127          0.0050                   25.00             414.8 
 
Source: National Bureau of standards 
Table (1.1)     American wire gauges 
 
1.4.3 Characteristic impedance: 
 
Twisted pair wire, as with other types of transmission lines has characteristic 
impedance which is a result of the dielectric properties of the insulation and the 
closeness of the conductors. The UTP wire used for LANs has a characteristic 
impedance of 100,120 and 150 ohms, but most of the UTP cables are rated at 100 
ohms, as this is the standard for UTP in most parts of the world. 
Shielded twisted pair (STP) generally has a 150 ohms impedance .For this reason 
a network should be wired with only one type, either UTP or STP. Mixing wires 
of different characteristic impedance will cause impedance mismatch and 
maximum power transfer will not take place. 
 
1.4.4. Capacitance: 
 
It is the factor that causes attenuation to increase steadily with frequency. The 
attenuation caused by capacitance is proportional to 1/2Ωf .Although this 
attenuation factor is linear, in practice twisted pair cables exhibits peaks and 
valleys that can affect transmission performance. For this reason installed wires 
require testing over the entire frequency range of the cable category. 
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CHAPTER 2 
 
 
AVOIDING ERRORS IN NETWORK CABLING 
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In this chapter we will discuss Ethernet network components, and study how to 
avoid cabling errors in network construction phases. 
 
2.1 Ethernet network components:  
   
In order to connect computers by Ethernet technology, we need a number of 
hardware components such as: 
 
2.1.1 Network interface card (NIC)   [4 ]: 
 
Each computer should have at least one NIC. Ethernet NIC operates at 10 ,100 or 
1000 Mbps, with 100 Mbps being the most common .The NIC has three main 
jobs to do in its interconnection to the network cable : 
1. Making a physical connection. 
2. Providing electrical signaling. 
3. Implementing orderly access to the shared network cable system. Each NIC 
has a hardware address known as MAC address .This MAC address is  made up 
of 48 digits. 
 
2.1.2 Cable: [4] 
 
Copper wire or optical fiber wire can be used in Ethernet wiring .UTP copper 
cables were discussed in section 1.4 .Here we discuss the cable grades and their 
capabilities  
 
The Electronic Industries Alliance/Telecommunication Industry Association 
EIA/TIA is a US standards body with a long history of issuing standards for 
communication systems .The EIA/TIA addressed the problem of specifying LAN 
cable performance .It suggested different cable categories abbreviated as 
Cat.Cable categories and their capabilities are shown in Table (2.1). 
 
 
 
Category             Speed                                     Common   Application   
Cat 2                 1     MHz                             digital phones, Apple Local Talk  
Cat3                  16   MHz                             10base-T, 4Mbps Token Ring 
Cat 4                 20   MHz                             16 Mbps Token Ring 
Cat5                  100 MHz                             100 base- TX, 100base-T 
Cat 5e               100 MHz                             100 base- TX, 100base-T 
Cat 6                 250 MHz                             100 base- TX, 100base-T, 10G  
                                                                      Ethernet                    
Table 2.1   UTP categories  
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Nowadays most networks in Sudan are installed using Cat 5E cable. 
 
The concept of category spans to all connectors in the network, that is why we 
find Cat 5E wall socket and Cat 5E patch panels .The network performance is 
governed by its weakest component, i.e. if we use Cat 6 UTP cable, Cat 6 patch 
panel but Cat 5E wall jacks, then the over all performance is no more than that of 
Cat 5E. 
 
2.1.3 Patch panels: 
 
A patch panel is basically just a series of many jacks, condensed onto a single 
panel. Common patch panel configurations are 12 ,24 ,48   and 96 ports .Patch 
panels are typically used where all of the horizontal cable sections meet ,and are 
used to connect the cable segments to the network hub or switch .A 96 port patch 
panel is shown in Figure(2.1). 
 
 
Figure ( 2.1)      Patch panel 
 
2.1.4 Patch cable: 
 
Patch cable consists of a length of stranded UTP cable with an RJ45 connector 
crimped on each side. This cable assembly is used to provide connectivity 
between any two jacks. The most common are from hub to patch panel, and from 
work area outlet jack to the computer NIC. 
 
2.1.5 Switches: 
 
Network switches are used to receive data from a source computer and then 
forward it to a destination computer .The operation of a switch differs from that 
of a hub in that : a switch is more intelligent than a hub .A hub operates as 
follows : if a packet is to be forwarded from computer X to computer Y ,then the  
hub receives the packet from X and then broadcasts it on all ports .A switch on 
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the other side will receive the packet from X and then forwards it only to the port 
where Y is connected .This minimizes traffic on the network . 
In a network with multiple switches, linking between switches should be made 
according to the manufacturer recommendations. 
 
All the LAN components mentioned above are connected as shown in Figure 
(2.2).This is known as structured cabling. 
 
 
 
Figure (2.2)    Structured cabling. 
 
 
 
2.2 UTP LAN wiring: 
 
Construction of a network can be divided into (4) arbitrary phases as: 
Design  
Installation  
Termination 
Test and certification 
Brief discussion on each phase will be made .Also suggestions to avoid errors. 
 
2.2.1 Design: 
   
This is the most important phase of network installation .All decisions regarding 
all affairs should be discussed. Network design is concerned with: 
1. Determining current and future needs of the customer. 
2. Locations of telecommunication rooms, number and location of user wall 
jacks. 
3. Best path for network cables. 
4. Quality of materials used in LAN assembly. 
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A good network design insures high performance of a LAN, reliability and 
maintainability. 
 
First of all a site survey should be made to determine the proposed locations for 
telecommunication room and workstations .Detailed map should be drawn  
showing the building rooms , locations of    user outlet jacks and the best routes 
for cables .Then  by studying the map we can determine : 
1. Total length of UTP cable.  
2. Number of wall jacks, patch cables, user cables and RJ45 connectors. 
3. Size of racks, patch panels and switches. 
 
EIA /TIA -569-A   is the standard concerned with providing design specifications 
and guidance for all building facilities related to telecommunication cabling 
systems and components . 
This standard identifies and addresses 6 prominent components of the building 
infra structure; 
Building entrance facility, equipment room, backbone pathways, 
telecommunication room, horizontal pathways and work area. This is shown in 
Figure (2.3). 
 
 
 
 
Figure (2.3)   components of building infrastructure 
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Although the telecommunication room can be managed very neatly, great care 
should be made to the user work area .The user cables always form the worst part 
of the network, and most important source of cable faults .These cables are 
pressed by furniture or the user feet .These effects can adversely impact twisted 
wire cable performance .The impedance characteristics can be significantly 
disturbed by sharp bending and partial untwisting. 
 
Also wall jacks suffer from being strongly pushed or pulled. Therefore a good 
network design should consider number and the best locations of wall jacks in a 
user room. 
 
A good rule is to use the corners of the room for the wall jacks. 
Figure (2.4) illustrates this rule.  
 
 
Figure (2.4)    wall jacks distribution in a room 
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Design of a network is also concerned with determining the number of switches 
and how to link them together .A careful study of the switch manual should be 
made to determine the best linking method between switches. 
 
In a large network, with multiple switches, it is very important to avoid loops 
between switches. Loops are formed if there is more than one path between any 
two workstations. This is illustrated in Figure (2.5). 
 
 
 
 
 
Figure (2.5)     loops within switches 
 
Sophisticated switches can avoid loops by a special protocol (spanning tree 
protocol). 
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Also if one has to use mixture of hubs and switches in one network, then it is 
better to use hubs at the edge of the network and use switches at the core. This is 
useful to minimize network traffic and isolate broadcast domains. 
 
A good network design compromises between the cost of the LAN, future needs 
and current applications.   
 
2.2.2 Installation [5] :-   
 
To preserve cable performance, accurate installation should be made .During this 
phase we should ensure that the following applies: 
1. Cable length to any workstation does not exceed that specified by the standard 
(295 ft). 
2. Horizontal cable must be used only indoor, in a dry room and away from 
corrosive chemicals. 
3. Horizontal cable must not be exposed to rodent animals or other mechanical 
stresses. 
4. Horizontal cable is supposed to maintain jacket as much as possible. 
5. Cable must be separated from EMI sources as shown in Table (2.2): 
 
 
 
 
MINIMUM CABLE SEPARATON 
(INCH) 
EMI SOURCE 
12 FLOURESCENT 
LIGHTINING 
12 NEON LIGHTINING 
5 POWER CABLE 2 KVA OR 
LESS 
39 UNSHIELDED POWER 
CABLE OVER 2 KVA 
39 TRANSFORMERS AND 
MOTORS 
 
 
Table (2.2)    recommended separation between UTP cable and EMI sources. 
 
                   
 
6. When pulling cable, maximum pulling force as specified by cable data sheet is 
not exceeded. 
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7.  Always make gradual bends of the cable, where necessary no sharper than 1 
inch. 
8. Never splice UTP cable at any point. Use cable pulling lubricant for cable runs 
that may otherwise need great force to install. 
9. Conduits should not be filled for more than 50%. 
 
2.2.3 Termination: 
 
There are two types of connectors used in UTP Ethernet networks: 
1. RJ45 connector: it is an 8 pin modular connector used in patch cords. 
2. Insulated displacement connector (IDC) used in wall jacks and patch panels. 
These connectors are shown in Figure (2.6). 
 
 
 
 
 
Figure (2.6)      RJ45 and IDC connectors 
 
 
 
 
 
 
RJ45 is an 8 pin modular plug and is used in the EIA/TIA568 A wiring standard 
for both phone and data .The 8 pin modular plug is also used for   10 base T , 100 
base T , 100 VG Any LAN , TOKEN RING / UTP and  many  other LAN 
applications .There are two wiring schemes used in UTP termination :568 A and 
568 B . The two standards have the same performance, but they differ in pin 
assignment to the pairs of UTP cable. The two wiring schemes are shown in 
Figure (2. 7) . 
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Figure (2.7)    568A&568B standards 
 
 
 
There are two types of cables, according to their terminating way: 
1. Straight through cable: is used to connect computers or other network devices 
to a network switch or hub .The cable is shown in Figure (2.8A). 
2. Cross over cable: is used to connect two network devices together, without a 
network switch. The cable is shown in Figure (2.8.B). 
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Figure (2.8)    straight and cross cables 
 
To avoid errors in termination, we should follow the rules: 
1. The whole network should be terminated with either 568A or 568B schemes. 
No mixture of the two standards in the same network. 
2. The twists of the pairs should be maintained all through the way to the point of 
termination, or no more than 0.5 inch untwisted. 
3. Jacket should not be removed more than 40 mm (cat 5) and 20 mm (cat6). 
4. Always label every termination point, use a unique label for each cable 
segment .The idea here is to make moves, adds, change and troubleshooting as 
simple as possible. 
5. The bending radius for cable in the termination point should not exceed that 
recommended by the standard. 
 
2.2.4 Testing and certification: [5] 
 
It is estimated that 80 % of network down time is caused by hardware problems , 
cabling being the major contributor .Testing and certification is the key to make 
sure that cabling plant is working properly and reliably . 
 
 
 
 The cabling of the following technologies can be certified: 
1. Token Ring – IEEE802.5 both on STP 150 ohm cable and 100 ohm Cat 3 
cables or higher. 
2. Ethernet IEEE802.3 on 100 ohm Cat 3 or higher. Testers allow also coax 
testing, but this is not covered by generic cabling standard. 
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3. 100 VGAny LAN, 100baseTX ,CDDI, ATM and all those complying with ISO 
/IEC 11801. 
4. Generic cabling and consequently all supported applications. 
 
The primary standard for LAN performance certification in the US and many 
other countries is the TIA 568-A 1995 commercial building telecommunication 
wiring standard. An additional supplement, TSB-67 1995 transmission 
performance specification for field testing of unshielded twisted pair cabling 
systems, provides standards for the testing of the installed links. It should be 
noted that TSB is actually a Technical Service  Bulletin ,and not a standard that 
we would normally test to .TSB-67 includes details of the TIA 568 A and TIA 
568 B  standards and working practices and acts as a compliant to them to create 
a working standard . It also contains details of the wiring methods and pair 
combinations for correct wiring of RJ45 links. However without employing the 
methods laid down in TSB-67, we can not perform a TIA or ISO auto test. It is 
also the TSB document that gives the minimum testing requirement for Cat 5. 
 
Several other standard bodies, including the Canadian Standard Association CSA 
and the international organization for standards ISO have similar or coordinated 
standards such as CSA-T529 and ISO/IEC - 11801. 
 
Certification for installed cables can be done two standard ways: Basic link 
testing and Channel testing. 
Both of these testing methods are defined in TSB -67 which builds on the worst 
case link model contained in TIA 568A Annex E. The basic link covers the 
horizontal cable from the workstation outlet at one end to the initial point of 
termination at a cross connect block or patch panel in the wiring closet , 
including the test cords for the test equipment . 
 
 
A Channel includes the actual equipment cords (user cords, patch cords and cross 
connect wires) that connect to the network equipments at each end. Once a 
channel is certified with a particular set of equipment cables, these cables should 
be frozen in place, as far as the standards channel testing is concerned. If we 
change cable, to use a longer or shorter cable for example ,we must recertify the 
channel. 
 
One hundred per cent of the installed cabling links must be tested and pass the 
requirements of the standard. Any failing link must be diagnosed and corrected. 
The correction action should be followed with a new test. 
 
 
 
 ١٩
2.3 Test parameters [3] [5]: 
 
There are several cable parameters that are tested, and some parameters that are 
calculated .These parameters are: 
 
2.3.1     Tested parameters:  
      
1. Wire map 
2. Cable length  
3. Near End Cross Talk (NEXT). 
4. Insertion loss (Attenuation). 
5. Return loss  
6. Equal level Far Ends Cross Talk (ELFEXT). 
7. Resistance  
 
2.3.2 Calculated parameters: 
 
1. Attenuation to cross talk ratio (ACR). 
2. Power Sum NEXT. 
3. Power Sum ELFEXT. 
4. Power Sum ACR. 
Not all of these parameters are required by TSB-67 standard. 
 
A brief discussion of each of these parameters will be made. 
 
1. Wire map: 
Wire map test checks that the cable is terminated according to the standards. 
Figure (2.9) shows a properly terminated cable with 568A/B standards. Also a 
check for wire errors such as open , short, crossed pairs reversed pairs and split 
pairs is made  .These errors are illustrated in Figure ( 2.10) .These errors are 
detected with a DC wire map tester except the split pair error . 
 
Figure (2.9)    properly connected cable 
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Figure (2.10) wire map cabling errors 
 
2. Wire length: 
This test is carried onto two types of links, the basic link and the channel. The 
TIA 568A standard requires a horizontal link to be 90 m (295) feet or less with an 
allowance of additional 10 m (33) feet of user cords, jumpers and patch cords. 
Basic link is defined to have an acceptance of 94 m, the Channel which includes 
the user cords can be as much as 100 m. Cable length is measured with field 
testers that use the same principle of the Radar .It sends a pulse down the wire, 
and then receives the echo. By knowing the speed of propagation of the electric 
pulse in the copper wire, then the wire length is calculated. The speed of pulse 
propagation in a cable is known as nominal speed of propagation (NVP). 
 
3. Insertion loss   (Attenuation): 
Insertion loss is a measure of signal loss in the permanent link or channel. The 
term Attenuation has been used to designate insertion loss. The maximum 
Attenuation for the purpose of testing the basic link or channel has been based on 
the attenuation values given in the TIA568-A for horizontal cable, connecting 
hardware, and jumper or patch cable. Table (2.3) shows a summary of the 
Attenuation values for the basic link and channel at selected 
frequencies.Attenuation is measured in (DB) and the lower the number the better. 
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It is preferred to measure Attenuation  in the same frequency intervals as the 
NEXT loss in order to provide a more accurate calculation for the ACR ratio 
parameter. 
 
Table (2.3)    Attenuation limits for installed cable links, in DB 
The information in Table (2.3) was plotted for Cat 5 cable and is shown in Figure 
(2.11). 
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Figure (2.11) Attenuation values for Basic link (blue) and Channel (purple) for 
Cat5 cables. 
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Various electrical factors, primarily resistance, increase Attenuation .Other 
factors such as capacitive and inductive reactance drag down the signal at 
different frequencies. 
 
4.  Near End Cross Talk (NEXT): 
NEXT is the feed over of electrical energy between wire pairs in the same 
cable.The theory behind twisted pair wiring is that the twist rotates the magnetic 
fields from the wire with  the twist , and coupling to near by pairs or objects is 
minimized .Coupling is shown in Figure (2.12 ) . 
 
 
 
 
 
 
 
Figure (2.12)      NEXT illustration 
 
It is worth to highlight here that, by its nature NEXT is not subject to the cable 
run length between a transmitter and receiver .So it is expected that the values 
obtained for this parameter do not suffer variations as function of the cable 
length. NEXT is measured in DB, and the higher number, the better. 
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5. Power Sum NEXT: 
There are two standardized methodologies for the NEXT loss test., the pair to 
pair test mentioned above, and the Power Sum test (Power Sum NEXT). 
This is actually a calculation. The Power Sum test evaluates the sum of the 
interfering signals propagating simultaneously through 3 wires of the idle fourth 
pair .The Power Sum test is a  better indicator of  the interference ratios among 
pairs inside a cable because   it takes into consideration it is being used to its 
utmost limit .Power Sum is described in Figure(2.13). 
 
Figure (2.13)      Power Sum calculation. 
 
6. Attenuation to Cross Talk ratio (ACR):  
Attenuation to Cross Talk ratio is not exactly a transmission parameter, but a 
mathematical relation between two parameters – Attenuation and Cross Talk, 
especially Near End Cross Talk .Although ACR is not usually specified by 
applicable standards, it may be very useful to evaluate the level of performance 
of a given cabling system. It may be very useful to classify as well as qualify 
cabling systems' performance from different vendors by comparing the ACR 
response .The higher the ACR the better the system performance. 
 
We can also refer to ACR as SNR (signal to noise ratio) of a given cabling 
system. To be more precise in this definition we should say that ACR is a good 
SNR indicator when the interference considered is one from NEXT coupling. 
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Figure (2.14 ) shows that ACR is the difference between the values of 
Attenuation  and NEXT  for a given frequency within a frequency range . 
 
 
 
Figure (2.14)      ACR for a category 5 channel link 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 ٢٥
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
CHAPTER 3 
 
NETWORK TROULESHOOTING 
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Network troubleshooting is a crucial element in today’s organizations .Network 
downtime should be made as short as possible .Critical applications such as 
domain authentication servers, accounting and billing systems are increasingly 
becoming less tolerant to network failures. 
This puts heavy burden on the network administrators .Troubleshooting should 
be carried and network resources be recovered in a short time .In this chapter we 
will briefly discuss   disaster recovery plan and network troubleshooting methods 
and tools. 
 
3.1 Disaster recovery plan establishment: 
 
Network administrators should be able to run critical business resources 
(hardware and software) in the case of a disaster .A study should be made to 
determine most likely disasters that may affect the network, and make a disaster 
recovery plan on that basis. Disasters may be broadly classified as: 
Environmental disasters such as: storms, floods, earth quakes …etc. 
Man made disasters such as: fire, chemical accidents, hardware and software 
failures, viruses and electrical failure. 
In this chapter we will consider some disasters, specifically hardware failure and 
viruses. 
 
In a disaster recovery plan, administrator has to determine the mission critical 
services and the less important services of the network. 
To establish a disaster recovery plan we may use the following key elements: 
1. Establish a team to carry the DRP plan. 
2. Determine priorities of network services and applications. 
3. Prepare a recent and up to date documentation to carry the DRP plan. 
4. Develop a recovery plan. 
5. Implement the plan. 
6. Carry a test simulation to verify that the DRP functions as expected, and 
accordingly, do necessary changes to the plan. 
 
3.2 Disaster sources: 
 
In the following section we will consider some disaster sources and how to 
countermeasure them: 
 
3.2.1 Hardware and software failure: 
 
A domain controller server or an application server is considered a mission 
critical, its failure may cause an extreme disruption to the business and cause 
major legal or financial ramifications .Hardware failure may be tolerated by 
providing redundant power supply units and hard disk drives in advance to 
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disaster occurrence .Also a backup server helps to recover in case of a primary 
domain controller failure. 
Data backup is a critical issue in disaster recovery plans. Backup of server system 
state and database is very important. Backup media should be kept in a secure 
place with at least two copies; one of them should be kept out side the 
organization building. 
 
3.2.2 Viruses: 
 
Computer viruses are software programs that are designed to alter the behavior 
and performance of computers. They may be used to corrupt or delete computer 
files or even format drives .Other viruses consume computer resources and take 
up computer memory used by legitimate programs and thus degrade computer 
performance or even lead to system crash .Network administrators may use tools 
such as firewalls and antivirus programs .Anti virus programs should be installed 
on each machine prior to connecting it to the network .Also antivirus should be 
updated periodically to insure protection against new viruses. 
Network viruses replicate and propagate via network protocols, commands and 
messaging software. These viruses use operating system vulnerabilities to attack 
computers of the network. 
 
3.3 Network troubleshooting: 
 
Administrators of networks should always be prepared for network failures 
before they occur. Preparation helps to recover faster. Complete and up to date 
information about the network and its components should always be available at 
hand. Some important information about the network and other devices are 
mentioned below: 
1. Accurate physical and logical map of the organization network. 
2. Network address numbers, subnetworks…etc. 
3. Services provided by telecommunication companies such as DSL, ISDN, 
FRAME RELAY, and router addresses …..Etc. 
4. Manuals for personal computers, servers and other office equipments. 
5. Device drivers for pcs, servers and equipments. 
6. Troubleshooting tools such as map testers, cable tracers, spare patch and user 
cords.  
 
3.4 Troubleshooting methodology: 
 
Modern organization networks are composed of a large number of sophisticated 
equipments and software programs. Troubleshooting network problems in such a 
complex environment and with the time constraints can get very tedious unless 
we have a clear method to find network problems. 
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General network problems solving method: 
1.  Define the problem clearly, and notice its symptoms and potential causes. 
2. Collect all information that may help in isolating the problem. Investigate 
users, IT staff, and reports and collect data from network management system 
and network monitoring system .Answering the following questions will help in 
problem isolation: 
A. problem extent: is the whole network, a single department or only one user is 
down? 
B. other network services: are all the network services and applications down or 
only a group of them? 
C. has the problem occurred in a new installation or in one that is known to be 
working? 
3. With previous data collected in 2.C, determine possible causes of the 
problem.Try to isolate causes to a certain group e.g. hardware or software. 
4. Make a certain plan. Start with the most likely problem and change only one 
variable at a time. 
5. Make a test to see if the problem is solved. If the problem is solved then the 
troubleshooting process is done . 
6. If the problem persists then try the next most possible cause of the problem in 
the list created at step 3 and repeat the whole process 4-6 till the problem is 
resolved. 
 
 
 
3.5 Sources of network problems: 
 
Network problems can occur at any hardware or software component in the 
network. Figure (3.1) shows a typical connection between a client and a server. 
Possible sources of problems are shown. 
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Figure (3.1)     possible network error sources. 
 
In the following section a brief discussion of possible problems in each network 
component will be discussed and procedures to verify problems will be made. 
 
3.5.1 Cabling errors: 
 
Cabling errors are discussed in section 4.2 in detail. Cable errors in a network can 
be verified by noticing status LEDs in both NIC and switch. There are two LEDs: 
link and activity .link LED shows that there is a good physical connection 
between NIC and switch. Activity LED shows that there is traffic between NIC 
and switch. The user patch cable is the most possible cause of cable errors. 
Therefore it should be checked first. Visual inspection should be made first of all 
to make sure that the cables are terminated according to the standards and to see 
if there is physical damage in the cable. Tools such as map tester and cable 
tracers help in finding cable errors. Also PING command is of great benefit in 
testing network connectivity. 
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3.5.2 NIC errors: 
 
     NIC problems can be of both hardware and software nature. Hardware 
problems are: NIC is not seated properly on PCI bus or that it is disabled from the 
system BIOS. The internal circuitry of NIC may be defective. 
      Software problems are: device driver not installed properly, conflict in 
resources assigned to NIC with another device, disabling NIC from software and 
improper configuration .The following procedure is helpful in troubleshooting 
NIC problems. 
 
    First check that the NIC is properly seated into the PCI bus or that the NIC is 
enabled in the system BIOS. Then check that the device driver of the NIC is 
properly installed and notice the resources allocated for the NIC and check that 
there is no conflict with other devices. 
    Check the link and activity LEDs on the NIC, and verify that connection to 
switch is good. Also we should observe network statistical data such as packets 
transmitted and received by the NIC .This is helpful in determining network 
problems. 
Some NIC manufacturers supply software utility shipped with the NIC .This 
utility is very useful in making tests for the NIC. 
 
3.5.3 Switch errors: 
 
All horizontal wiring from workstations, servers, network printers, 
gateways…etc are concentrated at the switch. Therefore a core switch is a single 
point of failure. It causes the whole network go down .Switch problems are 
caused by: 
1. Some switches freeze operation after they operate for several days. Restart is 
needed to bring them to proper operation. 
2. Some ports of a switch may get not functioning. 
3. In a network with multiple switches, loops may cause the network to 
malfunction. 
 
4. Also in networks that have multiple switches, connecting the switches together 
(up linking) is an important issue. Always refer to switch manual for uplink 
method. Some switches have special port for uplink .Other switches may require 
cross over cables to be connected to other switches. Switches that support 
aggregated links should be installed as shown in the manual. 
5. In networks that use manageable switches, there is the issue of VLAN .A 
single switch can have more than one VLAN. Traffic between VLAN s can be 
only through routers. Also in manageable switches some port may be disabled by 
misconfiguration. 
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3.5.4 Protocols and network errors [ 8 ]: 
 
A network protocol is a formal set of rules, conventions and data structure that 
governs how computers exchange information over a network. In other words, 
network protocol is a standard procedure and format that two data 
communication devices must understand, accept and use to be able to talk to each 
other. The most widely used protocol is the transmission control protocol / 
internet protocol (TCP/IP). TCP/IP is a whole suite of protocols that spans the 
five upper layers of the OSI model. In Figure (3.2) there is a comparison between 
TCP/IP model and the OSI model. 
 
 
Figure (3.2)   TCP/IP protocol suite, mapped to OSI seven layers. 
 
A brief description about some protocols in Figure (3.2) and their functions is 
made below: 
 
Internet layer protocols: 
1. IP protocol: 
IP is concerned with logical addresses of network machines .It is used to deliver 
data packets to the intended destinations. In a network that uses TCP/IP, IP 
addressing is very important because a misconfiguration of IP address may 
prevent a machine to access network resources. 
2. ICMP: internet control messaging protocol: 
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ICMP is used to send IP error and control messages between routers and hosts. 
ICMP is mainly used in the PING utility .PING utility is very useful to 
troubleshoot network problems as will be shown later in this chapter. 
 
Transport layer protocols: 
These protocols are used to prepare data to move across the network. The main 
function of these protocols is to break data into smaller pieces .These protocols 
are characterized by port numbers. 
1. TCP: 
Transmission control protocol: it is the most commonly used protocol in the 
transport layer protocols .It is a connection oriented and reliable protocol. It uses 
a 3 way handshaking to establish connections between computers. 
2. UDP: 
User datagram protocol: it is less used as transport layer protocol .It is a 
connectionless and unreliable protocol .It does not use handshaking .It is useful 
for applications such as streaming audio and video. 
 
Application layer protocols: 
Each application is associated with a client application and service. 
1. HTTP: hyper text transfer protocol: 
It is the most common protocol used in the internet .It is used by web servers and 
browsers .It is used to upload and download information to web servers. 
2. FTP: file transfer protocol it is a simple file sharing protocol. It is capable of 
uploading and down loading files. 
3. TELNET: it is a terminal emulation program .It specifies how a telnet server 
and client communicate together. It is used to remotely manage UNIX or Linux 
systems and other systems that support TELNET. 
Each Application layer protocol is associated with a port number.Misconfigured 
firewalls may cause application layer protocols to malfunction. 
 
3.6 Network troubleshooting tools[6] [7]: 
 
Here is a brief discussion of hardware and software tools that can help us and can 
easily be obtained. 
 
3.6.1 Hardware tools: 
 
• Cable tracers: it is a device that injects a signal at the end of the cable .The 
signal can be detected by a mobile probe. 
• wire map tester :it is used to test cables for errors .It helps in testing 
various cable segments such as patch cord ,user cord and permanent  link. 
• Mobile computer (if available). 
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• Long cross cable: helps us to bypass a large number of networking 
components (e.g. patch cord, switches and user cords).It narrows problem 
causes to a very short list. 
 
3.6.2 Software tools: 
 
Although we are using software tools in a windows platform, these tools have 
corresponding tools in other operating system. 
1. Ping utility: It is a very important tool that helps us testing IP protocol, NIC 
functions and other hosts reachability. 
2. Netstat: provides information about interface statistics and network sockets. 
3. Arp: Used to provide information about hardware address (MAC) to logical 
address   (IP) translation .It is useful in detecting systems on the network that are 
configured with wrong IP addresses. 
 
4. Ipconfig: used to display information about the interface configuration .It is 
useful in detecting wrong IP address entries, subnet masks, and improper 
broadcast addresses. 
5. Nslookup: provides information about DNS name servers. 
6. Tracert: gives information about each routing hop that data packets pass from 
our computer to the remote host. 
 
3.7. Troubleshooting scenario: 
 
3.7.1 Troubleshooting scenario Networks with statically assigned IP 
addresses: 
 
Figure (3.3) shows a typical local area network .Assume the client A can not use 
the resources at the application server B.  Assume static IP addressing is used in 
the network .We want to show a methodological approach to solve the problem. 
We will also see how different tools can be used. 
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Figure (3.3)       network troubleshooting scenario 
 
 
 
 
 
 
The whole troubleshooting is divided into 2 main tests: 
• Make a local machine test on computer A. 
• Carry a reachability test between the two computers. 
 
 
 
 
Figure (3.4) shows the flow chart of the troubleshooting procedure 
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Figure (3.4)        troubleshooting flow chart 
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3.7.1.1    Local    machine test on computer A: 
 
1. Verify that the fields of the IP address, subnet, gateway and DNS are correctly 
configured on the machine .This can be done by using IPCONFIG tool as shown 
in Figure (3.5): 
 
 
Figure (3.5)     IPCONFIG output for client A 
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3.7.1.2 Test that TCP/ IP protocol is correctly installed and configured on the 
computer A. Use PING command and the loop back address 127.0.0.1 as shown 
in Figure (3.6): 
 
Figure (3.6)    Loop back test on computer A……….ok 
 
Failure of this test may be due to: 
 The TCP drivers are corrupted. 
The network adapter is not working. 
Another service is interfering with IP. 
 
3.7.1.3. Ping the local IP address of the machine under test (computer A).Failure 
to ping this address may be due to: 
 Problem with network card driver or routing table. This test is shown in Figure 
(3.7). 
 
 
Figure (3.7)     Ping the IP address assigned to client A…..ok 
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3.7.1.4. Check the routing table by using the ROUTE PRINT command as shown 
in Figure (3.8): 
 
 
  Figure (3.8)    Routing table ……no persistent routes. 
 
 
Any computer that uses TCP/IP as a network protocol has a routing table. 
Routing table is automatically rebuilt each time the computer is restarted .The 
route that packets take while moving from a computer that uses TCP/IP to 
another computer that also uses TCP/IP is determined by the routing table of the 
sending computer. We can view the routing table by using the ROUTE PRINT 
command, and we should make sure that all persistent entries (if any) are correct. 
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3.7.1.5 Reachability test: 
 
Disable any firewall on computer A, and disable TCP/IP packet filtering and IP 
security. Use the ARP tool to clear out the Address Resolution Protocol (ARP) 
cache, as shown in Figure (3.9) to view the cache entries, then use the PING 
command to test reach ability to application server, gateway ,DNS server and 
other hosts on the network .If none of the network devices on the same switch 
with the application server replies, then there is a hardware failure in the 
network.If at least one network device replies ,then we should make local 
machine test for server B ,then repeat reachability test again. 
 
 
Figure (3.9) ARP cache contents for computer A are shown. 
 
In Figure (3.10) below we see that the reachability test to the gateway succeeds, 
indicating good connectivity between the two hosts, computer A and the 
gateway. 
 
 
 
Figure (3.10) reachability test to gate way …….ok 
 
If the reachability test from a computer to the other computer succeeds when 
using IP address but fails when using computer name, then there is a problem 
with DNS service. Use NSLOOKUP tool to test DNS sever. 
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3.7.2 Troubleshooting networks that use dynamic IP addresses [8] 
 
DHCP: dynamic host configuration protocol is used to automatically deliver IP 
addressing information to client computers, servers and network printers. 
Although most network administrators prefer using static IP addresses for servers 
and network printers. 
 
DHCP troubleshooting: 
The following is a discussion of the problems that may face us in networks with 
DHCP service and suggested solutions: 
All computers on the network can not lease addresses: this can be due to a 
hardware problem in the network. We should check that the DHCP server is 
properly connected to the network .Also we should confirm that the DHCP 
service is running and authorized. Also we should check that the proper scope has 
been activated and that the DHCP service is bound to the correct LAN adapter. 
A single computer is unable to lease an address: we should check the cabling and 
connectivity to the network .Also we should check that the NIC driver is properly 
installed .Also we should check the IP configuration of the computer for any 
misconfigurations. 
We should make sure that only the authorized DHCP server is releasing 
addresses. Systems such UNIX, LINUX and NETWARE are not aware of 
authorization, and may release addresses and thus cause conflicts. 
Two authorized DHCP servers on the network may be leasing the same range of 
IP addresses and thus cause conflicts .The solution to this problem is to cluster 
the two DHCP servers, or to configure the servers to each handle only a portion 
of the entire subnet. Microsoft recommends that the available addresses be split 
by 25/75 between the two servers. 
 
IP address conflicts can be created when a DHCP server hands out an address 
that is already in use by another host .This can be solved by creating exclusions 
in the scope of IP addresses used by hosts that are statically configured .Another 
solution is to turn on conflict detection on the DHCP server, this feature forces 
the DHCP server to ping an IP address before leasing it. 
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CHAPTER 4 
 
APPARATUS FOR NETWORK FAULT FINDING 
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Apparatus for cabled networks troubleshooting: 
 
In this chapter we will try to make an apparatus to help us in troubleshooting 
network cables .The apparatus will help us as a wire map tester . 
 
4.1 Pin assignment for RJ 45 connector: 
 
As was mentioned in chapter 2, there are two wiring schemes used to terminate 
UTP cables, these are 568A and 568B. Although only two pairs are needed for 
transmission and reception, all four pairs should be terminated. Either we use 
568A or 568B .The pin assignment for RJ 45 plug are shown in Figure (4.1). 
 
 
TD+                             1 
TD-                              2 
RD+                             3 
NC                               4 
NC                               5 
RD-                              6 
NC                               7 
NC                               8 
 
TD = transmit 
RD = receive 
NC = not connected 
 
Figure (4.1)   Pin assignment for RJ 45 connector 
 
From Figure (4.1) it is clear that pins (1, 2, 3 and 6) are used to transmit and 
receive packets, therefore any error in these special pins will make the cable not 
to function. 
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4.2 cabling errors: 
 
The cabling errors that can arise in termination are illustrated in Figure (4.2): 
 
 
Figure (4.2)    cable errors 
 
A brief explanation of these errors is given below  
 
4.2.1 Open pair: an open pair occurs when one or more of the conductors of the 
pair are not connected to a pin at one end or the other end. This indicates that the 
electrical continuity of the conductors is interrupted. This error can arise if the 
conductor has a physical problem or because of incomplete or improper punch 
down of the cable on the IDC connector. 
 
4.2.2 Shorted pair: this error occurs when the conductors of a wire pair are 
connected to each other at any point in the cable. 
 
 
4.2.3 Short between pairs: this error occurs when the conductors of two wires in 
different pairs are connected at any point in the cable. 
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4.2.4 Reversed pair: a reversed pair error occurs when the two wires in a single 
pair are connected to the opposite pins of the pair at the other end of the 
cable.This is illustrated in Figure (4.2.D). 
 
4.2.5 Crossed pairs: this error (also known as transposed pairs) occurs when both 
wires of one color pair are connected to the pins of a different color pair at the 
opposite side. 
 
4.2.6 Split pairs: Split pairs error is a rarely to occur error, but the hardest to 
detect error .It can not be detected with normal map testers .This error is shown 
in Figure (4.2.F). 
 
4.3 Wire map tester: 
The cable tester in this research uses direct current (DC) to test cables .The block 
diagram of the tester is shown in Figure (4.3) .  
 
 
Figure (4.3)    Block diagram of wire map tester 
 
 
The circuit is composed of two pieces: transmitter and receiver .The transmitter 
generates digital pulses in sequence to test each pair of wire. It has light emitting 
diodes (LED s) to show which pair is being tested. The LEDs are also used to 
detect short circuit errors. The receiver uses light emitting diodes which indicate 
the status of wire under test. 
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The wire map tester uses the circuit shown in Figure (4.4) to test each pair of 
wire . 
 
Figure (4.4)    circuit to test a pair of wire. 
 
LED1 lights when the 9 V is applied. R1 is used to prevent the 9 V source from 
excessive current in case of shorted pair. LED2 (red) and LED 3(green) show the 
status of cable (good, reversed). Open circuit error is differentiated from short 
circuit error by LED1 which is OFF when there is short circuit. 
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4.4   LED s status for different errors 
 
   4.4.1 LED s status when cable being tested is good: 
Figure (4.5) below shows the DC current flow (green line) when the cable is 
connected in a proper way. LED1 and LED3 are ON. 
 
 
Figure  (4.5)  good pair 
 
4.4.2 LEDs status when cable being tested is reversed: 
Figure (4.6) shows the DC current flow (red line) when the cable under test is 
reversed. LED1 and LED2 are ON. 
 
 
Figure (4.6) reversed pair 
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4.4.3 LED s status when cable pair being tested is shorted: 
Figure (4.7) shows the DC current flow when there is short circuit in the cable 
under test. All diodes are OFF. 
 
 
 
Figure (4.7) shorted pair 
 
4.4.4 LED s status when cable pair being tested is open: 
Figure (4.8) shows that the DC current flows only in LED 1.Both LED2 and 
LED3 are OFF. 
 
 
Figure (4.8) open pair 
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Table (4.1) summarizes the above discussion: 
 
 
Status  LED1 LED2 LED3 
GOOD ON OFF ON 
REVERSE ON ON OFF 
OPEN ON OFF OFF 
SHORT OFF OFF OFF 
Table (4.1) LEDs status for different errors in a single pair 
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4.5 Multi pair test circuit: 
 
To test the 4 pairs of the UTP cable  we need a circuit that outputs 9 V in 
sequence .A decade counter can be used for this purpose .This counter counts 
from 0 to 9 .The decade counter has ten separate outputs that go high in sequence 
as shown in Figure (4.9). 
 
 
Figure (4.9)   decade counter wave form 
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The transmitter circuit to test the 4 pairs is shown in Figure (4.10). 
 
Figure (4.10)   transmitter circuit for 4 pairs 
 
The circuit uses a decade counter 4017 IC . By changing the clock frequency, we 
change the counting speed of the counter. Thus if we apply for e.g. a 1Hz clock 
then we can see the counter advances Q0,Q1,Q2 and Q3 .Thus testing each pair 
in turn .Q4 is connected to the RESET pin of the counter because we need to test 
only 4 pairs .  
Now if we apply a fast clock e.g. 300 Hz, then the counting speed is so fast that 
we can test all 4 pairs simultaneously .This will be helpful to detect errors easily. 
To obtain a clock which has a low frequency for a period of time and then a high 
frequency for another period, the circuit in Figure (4.11) was suggested. 
 
Figure (4.11)     circuit to generate a clock of two different frequencies  
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The circuit operates as follows: 
A clock source e.g. Astable circuit with a high frequency is applied to a 
frequency divider circuit .We can use a ripple counter as a frequency divider as 
shown in Figure(4.12) .We can use the 4060 IC for this purpose. The input 
frequency FIN is applied to the clock of the counter, this frequency is then 
divided to different ratios e.g. FIN/4, FIN/8, FIN/16 …FIN/4096   .This is shown 
in Figure (4.12). 
 
Figure (4.12)     IC 4060 as frequency divider  
 
So we can use output frequencies to generate the low frequency clock and a much 
lower frequency to select between slow and fast clocks. The selection is achieved 
by the two AND gates and an inverter. 
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Now we can join all the parts described above to obtain the circuit shown in 
Figure (4.13). 
 
 
 
 
Figure (4.13.A)    Transmitter circuit. 
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We use two out puts (1, 2) for the transmitter circuit because we have used wires 
(2,4,6,8) as a common .So if we use only one output, then if there is short circuit 
between (2,4,6,8) it will not be detected. Therefore we use another output (2) in 
which wires (1, 3, 5, 7) are used as a common. Hence to test a cable fully we 
need to test it in both outputs (1, 2). 
                 
 
 
Figure (4.13 B)    Receiver circuit 
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4.6 Multi cable tester parts: 
 
The circuit uses 4 logic integrated circuits .All ICs are from the 4000 series. This 
series can be driven by a wide range of supply voltage (3-15) volts. 
 
4.6.1 Clock generator: 
 
IC 4093 is a Quad 2 Input NAND gate with Schmitt trigger. 
Figure (4.14) shows the pins and their functions. 
 
Figure (4.14)     IC 4093  
 
The 4093 IC contains 4 independent NAND gates with Schmitt trigger. One gate 
is used as an Astable oscillator, and another gate is used as an inverter. The 
Astable circuit is shown in Figure (4.15). 
We need only two external components R1 and C1 to make an Astable circuit 
around a NAND gate. The Astable frequency is given approximately by  
                       
                            F=1/R1C1 
 
So with the values C1=3.3 uf   and R1=1 k  
 
                            F=303 HZ 
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Figure (4.15)    using one gate of IC 4039 as an Astable circuit 
 
This frequency (F) is used for two purposes: 
1. As a fast clock for the decade counter, to make it count so fast that all the 4 
pairs are tested simultaneously. 
2. As an input frequency for the ripple counter so that it will be divided to lower 
frequencies. 
 
4.6.2 Frequency divider & selector: 
 
IC 4060 is a 14 –stage ripple carry binary counter. Here it is used as a frequency 
divider. The 4060 circuit is shown in Figure (4.16) . 
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Figure (4.16)    IC 4060 pins and internal clock source 
 
The 4060 is a ripple counter .The count advances as the clock input becomes low 
(on the falling edge).This is indicated by the bar over the clock label. This is the 
usual clock behavior of ripple counters and means a counter output can directly 
drive the clock input of the next counter in a chain. 
 
The clock of 4060 can be driven directly from a clock source, or can be 
connected to the internal oscillator. We can use an RC oscillator such as that in 
Figure (4.16), with a frequency f = 1/2.R.C . 
 
Output Qn is the nth stage of the counter, representing 2ⁿ , e.g.  
Q4 is 2 raised to 4   =16 (1/16 of clock frequency) and Q14=2  raised to 
14=16384. 
(1/16384 of clock frequency).It should be noted that Q13and Q11 are not 
available. 
 
The RESET input should be low for normal operation (counting).When high it 
resets the count to zero (all outputs low). 
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The frequency F=303 HZ is applied to the clock of the 4060 counter and is 
divided. We use pin6 of the counter which is (/ 128) to give us a frequency of 
303/128 =2.37 HZ .This frequency is used as a low frequency clock for the 
decade counter IC 4017, so that each pair is tested individually. 
We use pin 1 ( / 4096 )  of the 4060 counter to get a frequency of  
303/4096 = 0.07 HZ as a selector to select which clock frequency is applied to 
the 4017 counter. This is achieved by using IC 4081 Quad 2 Input AND gate and 
an inverter. When pin 1 of 4060 is HIGH, then the AND gate 1 is selected and a 
frequency of 303 HZ is applied to the clock of 4017 .When pin 1 of 4060 is 
LOW, then AND gate 2 is selected and a frequency of 2.37 HZ is applied to 4017 
clock.  
 
4.6.3 Sequence test circuit: 
  
The IC 4017 is a decade counter .The count advances as the clock input becomes 
high (on the rising edge).Each output Q0-Q9 goes high in  turn as counting 
advances. The 4017 counter is shown in Figure (4.17). 
 
 
Figure (4.17)    IC4017 pins 
 
The RESET input should be low (0V)for normal operation (counting 0-9).when 
high it resets the count to zero (Q0 high).In our circuit we need only to test 4 
pairs ,therefore the RESET pin is connected directly to pin Q4. 
The disable input should be low ( 0V) for normal operation. 
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4.7 Assembled   Circuit: 
 
 
The circuit was assembled on a Vero board and soldered .The transmitter and 
receiver are shown in Figure (4.18). Various parts of the circuit are identified. 
 
 
 
Figure (4.18)    Assembled circuit 
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4.8 Tests 
We used the circuit to detect some errors in a CAT5E UTP patch cable 
terminated in 568 B standards. 
 
4.8.1  Test 1: UTP cable is correctly terminated 
If  the cable under test is correctly terminated, then in phase 1 of the test using 
output 1 ,we notice that all LEDs in the transmitter and their corresponding LEDs 
in the receiver are all ON and green ,as shown in Figure( 4.19). 
 
 
Figure (4.19)     phase 1 of testing a good cable      
 
The same result is obtained in phase 2 of the test .This is shown in figure (4.20). 
 
 
Figure (4.20)       phase 2 of testing a good cable 
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4.8.2   Test 2 :pair 1 is reversed .  
The test is made in two phases: phase 1 is to connect the UTP cable to output 1 in 
both transmitter and receiver as shown in Figure (4.21).Here we notice that 
LED1in transmitter is faint and that LED1in receiver is red .This indicates a 
reverse in pair 1 in the UTP cable. 
 
 
Figure (4.21)    phase 1of detecting a reversed pair error 
 
In phase 2 of the test we connected the UTP cable to outputs 2 in both the 
transmitter and receiver .A result similar to phase 1 was obtained .This is shown 
in Figure (4.22). 
 
 
 
Figure (4.22)     Phase 2 in detecting a reversed pair error 
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4.8.3    Test 3: open circuit in pair 2 of the UTP cable:   
The test is made in two phases: phase 1 connects UTP cable to output 1 in both 
transmitter and receiver .We notice that LED2 in the receiver is OFF while LED2 
in the transmitter is ON. This is shown in Figure (4.23). 
 
 
 
Figure (4.23)    phase 1 in detecting open error in a single pair 
 
In phase 2 of the test we connect the UTP cable to output 2 in both the transmitter 
and receiver .The same result as in phase 1 was obtained. This is shown in Figure 
(4.24). 
 
 
 
Figure (4.24)     phase 2 in detecting open error in a  single pair 
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4.8.4    Test 4: short circuit in pair 3 of the UTP cable: 
The test is made in two phases: in phase 1 the UTP cable is connected to output 1 
in both the transmitter and receiver .We note that both LED3 in the transmitter 
and receiver are OFF. This is shown in Figure (4.25) 
 
 
 
Figure (4.25)     phase 1 in detecting a short error in a single pair 
 
In phase two we connect the UTP cable to both outputs 2 in the transmitter and 
receiver. The same result is obtained as in phase 1 of the test .This is shown in 
Figure (4.26). 
 
 
 
Fig (4.26)     phase 2 in detecting short error in a single pair 
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4.8.5     Test 5: short circuit between different pairs: 
    
Short circuit between different pairs can be detected by noticing the results of 
both phases of test. It should be noted that when the cable is connected to output 
1 ,we can detect shorts between odd wires in different pairs ,ie (1.3.5,7) .When 
the cable under test is connected to output 2 we can detect shorts between even 
wires in different pairs. This is illustrated in the following tests. 
 
4.8.5.1   Test 5.1: short circuit between odd wires among pairs 1 and 3 of the 
UTP cable: 
 
This test is carried in two phases :phase 1 when the UTP cable is connected to 
output 1 :We  notice that LED 1 and LED 3 in both transmitter and receiver go 
ON and OFF together .This indicates short circuit between odd wires in these 
pairs i.e. wire 1 and 5 . This is shown in Figure (4.27). 
Phase 2: when the UTP cable is connected to output 2: this test gives normal  
cable. 
 
 
Figure (4.27)     short error between odd numbered wires in different pair 
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4.8.5.2     Test 5.2 short circuits between even wires among pairs 1 and 2 of 
the UTP cable: 
 
This test was carried in two phases: phase 1 when  the UTP cable is connected to 
output 1, we have normal operation of the cable. 
In phases 2 we notice that both LED1 and LED2 in both transmitter and receiver 
go ON and OFF together .This indicate short circuit between even wires in pair 1 
and pair 2 i.e. wires 2 and 4.This is shown in Figure (4.28). 
 
 
 
Figure (2.28)   detecting short error between even numbered wires in different 
pairs 
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4.8.5.3 Test 5.3 short between odd and even wires among pair 1 and pair 2 of 
the UTP cable: 
 
This test was carried in two phases. In phase 1 we notice that there is short in pair 
2 of the cable .As was mentioned before , a short detected in output 1 indicates 
that the odd wire in the pair is shorted ,i.e. wire 3 in the UTP cable. Phase 1 of 
the test is shown in Figure (4.29) . 
 
 
 
Figure (4.29)    Phase 1 of testing short between odd and even wires in pair1and 
pair 2 
 
In phase 2 of the test we notice that there is short error in pair 1 .This indicates 
that the even wire in pair 1 is shorted, ie wire 2 .This is shown in Figure 
(4.30).The combination of the two phases indicates that there is a short between 
wires 2 and 3 of the UTP  cable. 
 
 
 
Figure (4.30) Phase 1 of testing short between odd and even wires in pair1and 
pair 2 
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CHAPTER 5 
 
CONCLUSIONS AND RECOMMENDATIONS 
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Conclusions and recommendations: 
 
1. Before testing any cable, visual inspection should be made first, as there are 
errors such as split pairs error can not be detected with DC map testers. 
 
2. When using the circuit to test cables, it should not be connected to a live 
circuit.DC voltage from the transmitter can harm network adapters or switch 
ports. 
 
3. The circuit can be equipped with an intercom, it can be helpful in testing 
remote sites of the building .An ordinary wire intercom or a wireless one can be 
used. 
 
4.The circuit can be equipped with a driver circuit so as to be capable to test long 
runs of UTP cable. 
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